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BACKGROUND: Artificial intelligence and machine learning algorithms are at the forefront of 
current research to help military analysts deal with triaging ever larger amounts of data from 
deployed sensors. These automated approaches will become increasingly embedded into the 
military decision making process, which makes it crucial to understand how these algorithms 
generate outputs and how sensitive they are to perturbations during training or classification. In 
other words, humans must have a ‘theory of mind’ for these sets of approaches in order to begin 
to trust them enough to make life or death decisions. Research in this area is known as adversarial 
examples for artificial intelligence / machine learning.  

Previous works in this domain focused on degrading classification performance with respect to 
added noise to new data. Some of these works achieved notable results on image data by subtly 
increasing noise, such that the image appeared unaltered to the human eye, but significantly 
impacted performance (Athalye et al. 2017). Povolny and Trivedi (2020) achieved similar results, 
but made a small visually obvious change to induce a degradation in performance. One notable 
work examined the effects of an increase in physical scale of the sensed environment (such as the 
large areas recorded for remote sensing platforms) on adversarial perturbations (Czaja et al. 2018). 

This technical note (TN) describes an initial foray into understanding how physical changes to the 
appearance of military vehicles resulted in performance degradation for a convolutional neural 
network (CNN). The military vehicles chosen were the M2 Bradley Infantry Fighting Vehicle and 
the M1064 Mortar Carrier. As stand-ins for the actual vehicle, plastic scale models were used, each 
a 1/35 scale replica. The results of this research have yielded a curated training and test data set of 
images related to the M2 and M1064, trained models based on a combined ResNet / Inception 
implementation from the Keras project, and adversarial examples mocked up using the scale 
models with images taken by a smartphone. 

DATA AND METHODS: The research presented in this TN focuses on perturbations and images 
within the visible spectrum. This sensing approach will probably one of an ensemble approach that 
would be used to perform vehicle classification. Other sensor modalities such as infrared could 
also have been examined, but would have been difficult to obtain in the limited time for an initial 
study. Additionally, many of the techniques and approaches described in previous works were 
demonstrated on these types of images.  

Sample images for training, tests, and evaluation data sets were obtained through a Google image 
search using the queries ‘m2 bradley’ and ‘m1064 mortar carrier.’ The image URLs were then 
copied and used as arguments to the wget command, which downloaded all images into a directory. 
Non-relevant images were culled from the directory and the remainder were manually processed 
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using the LabelImg open-source software package.1 LabelImg allows the user to draw bounding 
boxes around subjects of interest in an image file and to generate a separate XML file that saves 
the annotations. Information included in the annotations file includes the position of the bounding 
box and the associated class label for the subject in the bounding box. An example of processing 
an image using LabelImg is shown in Figure 1. 

 
Figure 1. LabelImg software. 

Processing the image data in this fashion affords flexibility as the original image remains 
untouched. Accuracy during model training, test, and evaluation may increase since the bounding 
box can be used to effectively crop the image in memory. This processed data set was then split 
into separate training, test, and evaluation data sets. A screenshot showing a sample of the training 
data set is shown in Figure 2. 

 
1 Mahmoudian and tzutalin. 2020. "A graphical image annotation tool." A graphical image annotation tool. 5. 
https://github.com/tzutalin/labelImg. 
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Figure 2. Sample of images in training data set. 

Adversarial examples were obtained by modifying the appearance of the scale models using 
colored plastic tape. Three colors were used – yellow, red, and white – and were applied in various 
patterns across the entire body. A smartphone was used to photograph the modified models in 
various orientations and settings. The resulting collection of images were also processed using 
LabelImg to identify the areas of interest in a particular image. Additionally, filters were applied 
to the images that added noise or blur in order to further gauge the effect of these perturbations on 
performance. Instances of these adversarial examples are shown in Figure 3. 
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Figure 3. Adversarial example. 

Convolutional neural networks were selected for evaluation on image classification due to their 
robustness on this type of task (Raghu and Schmidt 2020). The basic theory behind this approach 
is to break up the input image into tiles. These tiles can then be grouped together in various 
permutations (e.g. 3 x 3 or 2 x 2) in different layers of the network. As the outputs of different 
layers are combined, the network eventually learns which tiles or groupings of tiles are most 
predictive to a particular class of images. The experiments used two different CNNs. One was an 
implementation of Faster R-CNN ResNet 101 (FRCNN) from the TensorFlow Model Zoo1 pre-
trained on the Common Objects in Context (COCO) data set2. Note that the COCO data set was 
created to test a similar task to the one outlined in this TN – custom object detection although it 
does not appear to contain images of military vehicles. The model was trained further on the 
training data set in an attempt to understand the effects of transfer learning on training time and 
accuracy. The second model was an implementation that combined two CNNs – ResNet and 

 
1 https://github.com/tensorflow/models/blob/master/research/object_detection/g3doc/detection_model_zoo.md/. 
2 http://arxiv.org/abs/1405.0312 
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Inception V2 (RIV2) from the Keras project (Lee 2020). This model was trained solely on this 
training data.  

TensorFlow was chosen as the underlying architecture to train, test, and evaluate the models. The 
main advantage of TensorFlow is its extensive support in terms of documentation, ease of 
installation, and available model implementations. Additionally, TensorFlow is able to take 
advantage of graphics processing units (GPUs) in order to dramatically reduce training time, which 
is useful when training the RIV2 model. 

RESULTS: Training was stopped at epoch 2,629 for FRCNN to graph loss function ‘noise.’ And, 
training was stopped for RIV2 after 49 epochs once the loss function started to increase after 8 
epochs – this is a user-defined setting that is useful for preventing overfitting of the model to 
training data. A graph of the loss versus training epoch for FRCNN and the training results for 
RIV2 are shown in Figures 4 and 5, respectively. 

 
Figure 4. Loss versus training epoch, FRCNN. 

Checkpoint files were created once training was complete in order to save the state of the models. 
These are stored in the Hierarchical Data Format version 5 (HDF5) format using the h5py Python 
package. The checkpoint files can then be used at any time for test or evaluation.  
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Figure 5. Training results RIV2. 

Tested on the adversarial data set, both the FRCNN and RIV2 models exhibited significantly 
degraded performance. For FRCNN, total accuracy was reduced to 36% whereas, RIV2 achieved 
~50%. A breakdown of FRCNN performance is shown in Figure 6 and RIV2 performance is shown 
in Figure 7. Note that for the chart in Figure 6, the ‘mislabeled’ category means the model supplied 
the wrong vehicle label (either M2 or M1064). The ‘missed’ category means the model did not 
classify the image as ‘M2’ or ‘M1064’ at all. This was because the model was trained on the COCO 
dataset for a more general classification task. Characterizing RIV2 is much more straightforward 
since only two labels were possible, either ‘M2’ or ‘M1064.’ 

 
Figure 6. Classification performance breakdown, FRCNN. 
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Figure 7. Evaluation results, RIV2. 

The performance of RIV2 was also examined further to see which images it misclassified within 
the adversarial data set. A sample of this output is shown in Figure 8. 

 
Figure 8. Sample classification results, RIV2. 

What was surprising is how robust RIV2 could be to some perturbations. Note the images of the 
desert camouflage M2 Bradley with scattered white tape and the woodland camouflage M2 
Bradley with red tape across the front. However, one particular camera angle for the desert 
camouflage adversarial example class managed to force the classifier to miss every single time, 
which can be seen in Figure 9. Overall accuracy when attempting to classify the adversarial 
examples using RIV2 was ~50%. 

 
Figure 9. Misclassification camera 

perspective. 
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SUMMARY AND CONCLUSIONS: Convolutional neural networks can be quite robust in 
limited instances to overt perturbations to a target. However, overall performance can degrade to 
the point where random guessing would be just as effective in image classification tasks. Both 
FRCNN and RIV2 reached this point when evaluated against the full adversarial example data set. 

Future work should include attempting to analyze the models’ activation atlases (Carter et al. 
2019), which can give clues as to which features are the most predictive. Other approaches within 
the domain of explainable artificial intelligence may also prove useful in this regard. Additionally, 
work determining the minimal number of physical changes to the vehicle’s appearance required 
for misclassification to occur should also be explored. 

TensorFlow proved to be a stable and performant system to train, test, and evaluate deep learning 
models. All models described in this TN used the 1.x API, but a newer API has already been 
released. Future work should attempt to use the newer 2.x API wherever possible, although the 
algorithms may be superseded by more current and robust versions by then. 

Clearly, the use of artificial intelligence in military applications shows immense promise, but can 
also be laced with unintended pitfalls. It remains to be seen whether these algorithms can be trusted 
to help guide decision makers without careful consideration to hidden biases or blind spots created 
by training, test, or evaluation data and processes.  

REFERENCES 

Athalye, A., L. Engstrom, A. Ilyas, and K. Kwok. 2017. "Synthesizing robust adversarial examples." CoRR 
abs/1707.07397. http://arxiv.org/abs/1707.07397. 

Carter, S., Z. Armstrong, L. Schubert, I. Johnson, and C. Olah. 2019. "Activation Atlas." Distill (Distill Working 
Group) 4. doi:10.23915/distill.00015. 

Czaja, W., N. Fendley, M. J. Pekala, C. Ratto, and I.-J. Wang. 2018. "Adversarial Examples in Remote Sensing." 
CoRR abs/1805.10997. http://arxiv.org/abs/1805.10997. 

Lee, T. H. 2020. "ResNet Inception V2." ResNet Inception V2. 5. https://github.com/keras-team/keras-
applications/blob/master/keras_applications/inception_resnet_v2.py. 

Lin, T-Y., M. Maire, S. J. Belongie, L. D. Bourdev, R. B. Girshick, J. Hays, P. Perona, D. Ramanan, P. Dollár, and C. 
L. Zitnick. 2014. "Microsoft COCO: Common Objects in Context." CoRR abs/1405.0312. 
http://arxiv.org/abs/1405.0312. 

Povolny, S., and S. Trivedi. 2020. "Model Hacking ADAS to Pave Safer Roads for Autonomous Vehicles." Model 
Hacking ADAS to Pave Safer Roads for Autonomous Vehicles. 2. https://www.mcafee.com/blogs/other-
blogs/mcafee-labs/model-hacking-adas-to-pave-safer-roads-for-autonomous-vehicles/. 

Raghu, M., and E. Schmidt. 2020. "A Survey of Deep Learning for Scientific Discovery." A Survey of Deep Learning 
for Scientific Discovery. http:// arxiv.org 

 
 
 
 
 
 

NOTE: The contents of this technical note are not to be used for advertising, publication, or promotional purposes. 
Citation of trade names does not constitute an official endorsement or approval of the use of such products. 


	BACKGROUND
	DATA AND METHODS
	RESULTS
	SUMMARY AND CONCLUSIONS
	REFERENCES


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




